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Installation:

Manual Installation:

Copy the module (libcmP11.s0) and CSSI User tool to any location you like.

Charismathics PKCS11 Library for Linux:

The shared library libcmP11.so was built on Fedora 14 (Linux kernel 2.6.35) with using gcc
4.5.

Note:
e Please check the shared library dependencies of libcmP11.so on your platform and
make sure all dependencies are present on your system.
e On 64-bit RHELA4 the following dependences are needed:

#1dd -r libcmP11.so
libpcsclite.so.1 => /usr/lib64/libpcsclite.so.1 (0x00002b4748085000)
libdl.s0.2 => /lib64/libdl.s0.2 (0x00002b474828f000)
libpthread.so.0 => /lib64/libpthread.so.0 (0x00002b4748493000)
libz.so.1 => /usr/lib64/libz.s0.1 (0x00002b47486af000)
libstdc++.s0.6 => /usr/lib64/libstdc++.s0.6 (0x00002b47488c3000)
libm.s0.6 => /lib64/libm.s0.6 (0x00002b4748bc3000)
libgcc_s.so.1 =>/lib64/libgcc_s.so.1 (0x00002b4748e47000)
libc.s0.6 => /lib64/libc.s0.6 (0x00002b4749055000)
/lib64/1d-linux-x86-64.s0.2 (0x00002b4747379000)

Tested Operating Systems
e RedHat Enterprise Linux Client Release 5.3 64-bit

Supported Applications
e SSL-Authentication with smart card (Mozilla Firefox)
e PKCS#11 Interface in Mozilla Firefox
e E-Mail-Security per smart cards with Mozilla Thunderbird

Log File

If you want to create a logfile, then you should specify the environment variable
SCINTERFACE with the wished filename and path.

For example:

#export SCINTERFACE=/tmp/cmP11.log

or add a line

"export SCINTERFACE=/tmp/cmP11.log"

in the environment variable configuration file

letc/profile
How to configure Firefox to use Charismathics PKCS#11 library



1. Open Firefox.
2. Go to Edit — Preferences.

q Applications Places System (‘5@9

e

Edit | View History Bookmarks Tools Help

Eile
Undo
Redo
[ -
Copy
Paste
Delete
[] Select All
[ Find
Find Again

Ctri+2Z
Ctrl+5shift+Z
ctri+X
Ctri+C
Ctri+V

De
Ctrl+A

Ctri+F
Ctri+G

[ % Preferences .
[4]

1 [E]Latest Headlines~

3. Select Advanced — Encryption tab — click on Security Devices.

4. Click on Load — Browse. Locate and select libcmP11.so and click on Open.

= Builtin Roots Module

Software Security Device

Builtin Objes

Load PKCS5#11 Device

Enter the information for the module you want to add.

Module Name: I New PKCS#11 Module |

Module filename: linux_4.8;‘32—bitﬂibcmP11.so] ‘ Browse... ‘

‘0(2ancel| ‘ Q%N(J

@ Firefox Preferences [=)[=][x]
| e = =& K] = O A, |
@ Device Manager [==](x]
Security Modules and Devices | | Details | value | Log In
= NSS Internal PKCS #11 Module S
Generic Crypto Services e

Change Password

Unload

Enable FIPS

‘ ©|Help

5. Click on OK.



6. A confirmation message will prompt, click OK.

@ Firefox Preferences [=[o][x]
| | =% =& 'Q @~ A ) |
@ Device Manager (= )o]lx]
Security Modules and Devices | | Details | Value | Log In
= NS5 Internal PKCS #11 Module -
Log Out

Generic Crypto Services

Software Security Device - -
ty Change Password

= Builtin Roots Module
Builtin Obj

Module Name: New PKCS#11 Module

Are you sure you want to install this security module? j
FIPS
Path: /home/fubuntuadmin/Desktop/CSSI Linux_4.8/32-bit/libcrnP11.s0

‘OCancelH QﬂOK ‘
¥

L J

‘ (@] Help 4 close ‘

7. An alert message “A new security has been installed” will be shown, click OK.

‘ @ Firefox Preferences (= [a][x]

== 19 @~ A A |

@ Device Manager [=[=][x]
Security Modules and Devices | | Details | Value | Log In

= NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device

< Builtin Roots Module
Builtin Objr'

Log Out

Change Password

Load PKCS#11 Device Load

Unload

Enable FIPS

@ A new security module has been installed

‘ Help ﬁ Close ‘




How to configure Thunderbird to use Charismathics PKCS#11 Library

1. Open Thunderbird.
2. Go to Edit — Preferences.

-(:} Applications Places System @@9

File | Edit | View Go Message Tools Help

f.f T"‘I_‘!I:I Ctrl+2 '—-‘l--ll LL‘;-L;
GetN Fed Ctrl+Y Reply Reply
All|  cut ciisx | %] 6 | subject

=gd¢ Copy Ctri+C
4 Ppaste Ctri+Vv
’E '''' » Fole
r LoICLC L™ Ao
HEFL  Select ,
Find ’
| Favorite Folder
Folder Properties...
Account Settings...
I Preferences M ]

3. SelectAdvanced Certificates tab — click on Security Devices.
Thunderbird Preferences

T - i - =
CYy Attachme

General Display =~ Composition

\General Network & Disk Space | Update| Certificates |

Manage certificates, revocation lists, certificate verification and security
devices.

| View Certiﬁcgtes‘ | Revocation Ij5t5| ‘ Veriﬁcation|

| Security Devices |

Close |




4. Click on Load — Browse. Locate and select libcmP11.so and click on Open.

=S Thundarhird Prafaranrac [ Wmllwll
5@ Device Manager (= [o][x]
Security Modules and Devices | Details | Value | Log In
=/ NSS Internal PKCS #11 Module -
~Generic Crypto Services Log Out
~Software Security Device o
= Root C Lhange Fasswora
~Buil |
Enter the information for the module you want to add. d
dl
Module Name: | Mew PKCS5#11 Module | 7|
FIPS
Module filename: ‘ inux_4.BE2—hit,ﬂibcmP11.so| | Browse... ‘
Cancel o]
6. Lo |
oK
) ]
I
7= Thunderhird Prafarancas [ = llsll
(@) Device Manager (= ][2](x]
Security Modules and Devices | Details | Value | Log In

=/ NSS Internal PKCS #11 Module
--Generic Crypto Services 0g Ou
" Software Security Device
= Root Cerls

Lnange Fassword

5_::’-) Are you sure you want to install this security module?
Module Name: New PKCS#11 Module |
Path: /home/ubuntuadmin/Desktop/CSSI Linux_4.8/32-bit/libcmP1l.so |

| Cancel ‘ oK D.

oK

T ]
ation message will prompt, click OK.




7. An alert message “A new security has been installed” will be shown, click OK.

= The i
S Device Manager [=][a](x]
Security Modules and Devices | Details | Value | Log In
=/ NSS Internal PKCS #11 Module -
~Generic Crypto Services Log QOut
~-Software Security Device S
= Root Certs Change Password
~Buill ' i

1 & A new security module has been installed

— J
[
=1
w

[ o |

—_—

8. Go to Edit — Account Settings.
-c} Applications Places System ‘@9

File | Edit | View Go Message Tools Help
Undo Ctrl+Z :
& U T B
GetN Fedo Ctri+Y Reply Reph
All C Ctri+X I 1] | Subject
=Ead¢ Cop crri+C | . ooiajt
& Ppaste Ctri+V
T Delete Message De
2]~ 1 [ == -
Select 3
Eind 3
[ Favorite Folder
Folder Properties...
Account Settings...
Preferences s




9. Go to Security. Under Digital Signing, press Select.

- Accolunt Settings =
= Gmail - user.charismath... Security
~Server settings
~Copies & Folders To send and receive signed or encrypted messages, you should specify
~Composition & Addressing  both a digital signing certificate and an encryption certificate.
-~-Disk Space - -
! N ~ Digital Signin
~Junk Settings g gning
%---Retum Receipts Use this certificate to digitally sign messages you send:
~Security | | Select... | Clear
= Local Folders
~Disk Space O Digitally sign messages (by default)
~Junk Settings
Outgoing Server (SMTP) - Encryption
Use this certificate to encrypt & decrypt messages sent to you:
| | Select... Clear
Default encryption setting when sending messages:
® Never (do not use encryption)
. Required (can't send message unless all recipients have
- certificates)
-~ Certificates
‘ View Certiﬁcates‘ | Security Devices
‘ Add Account... |
Set as Default
‘ Remove Account |
| Cancel ‘ | oK ‘

10. Select the certificate that you want to use for signing and press OK.

- Select Certificate 3l

Certificate: | 43btest:2476bf2-7366-48ce-8983-ba539a1693b3 [21:44:65:A1:00:00:00:00:01:AB] = ‘

w

Details of selected certificate:

Issued to: E=user.charismathics2@googlemail.com,CN=43bTB
Serial Number: 21:44:65:A41:00:00:00:00:01:AB
Valid from 08/19/2009 10:59:59 to 08/1%/2010 11:09:59
Issued by: CN=cm-DEVSERVER-CA
Stored in: 43btest

Cancel H 0K &




11. A message will prompt asking if you want to use the same certificate for
encryption and decryption of messages. Press OK.

Thunderbird

‘! You should also specify a certificate for other people to use when they send you encrypted
messages. Do you want to use the same certificate to encrypt & decrypt messages sent to

you?

| Cancel ‘ | OK |

ks

Account Settings [

E Gmail - user.charismath...
-Server Settings

-Copies & Folders
-Composition & Addressing
-Disk Space

-Junk Settings

-Returmn Receipts

“Junk Settings
Outgoing Server (SMTP)

‘ Add Account...

Set as Default

‘ Remove Account

Security

To send and receive signed or encrypted messages, you should specify
both a digital signing certificate and an encryption certificate.

~ Digital Signing
Use this certificate to digitally sign messages you send:

“Security 43btest:2476bf2f-7366-48ce-8983-bas 3| ‘ Select... ‘ ‘ Clear
= Local Folders
~Disk Space (] Digitally sign messages (by default)

~ Encryption
Use this certificate to encrypt & decrypt messages sent to you:
43btest:2476bf2f-7366-48ce-8983-ba53| | Select.. | | Clear

Default encryption setting when sending messages:
® Never (do not use encryption)

—. Required (can't send message unless all recipients have

certificates)

- Certificates

View (:ertiﬁcates| | Security Devices

Cancel ‘ | OK




